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Abstract—We consider confidential data communication over
power line communication (PLC) networks. In particular, rather
than analyzing cryptographic techniques, we focus on the security
provided at the physical layer, named physical layer security
(PLS). Although physical layer security is widely discussed for
wireless systems, we can not say the same for the PLC context.
As a starting point, the wireless case will be examined. Then, we
highlight the differences with PLC and we compare the average
secrecy rate that can be achieved in typical wireless and PLC
fading channels. Both optimal and uniform power distributions
are considered. The theoretical results show that wireless fading
channels provide higher secrecy rate than PLC channels. This
is due to different channel statistics and propagation scenario.
To provide experimental evidence, we consider channel measures
obtained in a in-ship and in a in-home measurement campaign.
While log-normal fading fits well the former channels, the latter
channels are not strictly log-normal. Furthermore, the considered
in-home network topology introduces correlation among chan-
nels, and it is subject to the keyhole effect introduced by branches
that depart from the same node. These effects can reduce the
secrecy rate.

I. INTRODUCTION

In recent years, the use of the electricity network as a
means of communication has gained increasing popularity
and interest. The PLC allows us to exploit the existing
power lines for data transmission. Consequently there is a
considerable saving in costs and time for the infrastructure
creation. Similarly to the wireless case, the PLC channel is
intrinsically broadcast, namely it is shared by the users who
access it. Therefore, data security is of crucial importance. To
this end, we can provide security by applying cryptographic
protocols to the high levels of the ISO/OSI stack model,
as the data encryption standard (DES) does. However, there
are techniques that allow us to manage security even at the
physical level. This concept is known as physical layer security
(PLS) [1]. PLS can complement and extend the concept of
security implemented by other layers.

There are essentially two schools of thought concerning the
PLS: the information-theoretic security and the complexity-
based security. The information-theoretic approach was first
formulated by Shannon in 1949 [2], where the adversary is as-
sumed to have unlimited computational resources and the ob-
jective is to ensure that absolutely no information is released to
the adversary (see Fig. 1). Complexity-based cryptography, on
the other hand, discards the notion that the adversary has infi-

nite computation capabilities. Thus, it assumes the adversary to
have limitations on how much computation can be performed.
Now, when an adversary witnesses an encrypted message (the
ciphertext), the necessary computations render it practically
unfeasible for the adversary to deduce the corresponding
original message (the plaintext). The difficulty to decipher the
encrypted message determines the quality of a given security
protocol (such as DES). The information-theoretic approach
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to confidential communications offers advantages in wireless
scenarios when compared with conventional complexity-based
cryptography. In fact its basic principle is widely accepted as
the strictest notion of security. This approach, which builds
on Shannon’s notion of perfect secrecy [2], was first studied
by Wyner [3] for the classical wiretap channel. It is also
interesting to note that the optimal power allocation problem
with secrecy constraints, from an information-theoretic point
of view, is similar to the more common resource allocation
problem in multicarrier systems analyzed in [4].

The purpose of this paper is to provide a first investigation
of the achievable secrecy rate in typical PLC channels and to
highlight the differences with respect to the wireless commu-
nication case. Although the achievable rate has been studied in
PLC channels both with experimental data and with the use of
statistical simulators, e.g., in [5], [6], to our knowledge, PLS
and the secrecy rate has not been evaluated yet. We show that
PLS is possible in PLC. However, since PLC channels are not
characterized by Rayleigh fading (which is typical of wireless
channels), lower secrecy rates can be achieved compared to the
wireless context. Furthermore, channel correlation introduced
by signals propagating in a shared tree structure network, can
reduce further the secrecy rate.

The rest of the paper is organized as follows. First, Section II
offers an overview about the different channel configurations
that have been considered in the PLS study framework. Then,
Section III provides an information-theoretic formulation of
the problem of secure communication over fading channels.
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Herein, the secrecy capacity is defined, and the secrecy rate
maximization problem is solved deriving the optimal power
allocation. Section IV analyzes the differences between the
secrecy rate of a Rayleigh fading channel (wireless case) and
of a Log-normal fading channel. The latter model applies to
certain PLC scenarios, as for instance the in-ship PLC scenario
that we have measured. We also consider channels measured
in a home network that do not strictly manifest log-normal
fading and are correlated due to the different wiring topology
that has a tree structure rather than a star structure as in the
in-ship case. Finally, the conclusions follow.

II. THE WIRETAP CHANNEL

The wiretap channel in Fig. 1 is a communication system
where a transmitter (Alice) wants to send a private message
to an intended or legitimate receiver (Bob), which should be
kept perfectly secret from the eavesdropper (Eve). Eve listens
and tries to decode the message that Alice sends to Bob.

There are mainly three types of channel configurations, each
modeling a different scenario, as shown in Fig. 2.

Alice —>|X channel A ’ Y Bob
£, Eve

(a) Wyner.
Alice—X o > hannel B—Y—Bob
[ channel E}|—~—> Eve

(b) Csiszar and Korner.

Alice l>| channel A [4—>| channel B I—Y>BOb
Z, Eve

(c) Keyhole channel.

Fig. 2. Models of wiretap channel.

1) Wyner: In the wiretap channel proposed by Wyner [3],
also referred to degraded wiretap channel, two legitimate
users communicate over a main channel (channel A) and
an eavesdropper has access to a degraded versions of the
channel outputs that reach the legitimate receiver through the
wiretapper channel (channel E), as depicted in Fig. 2(a). This
fact simplifies the analysis and the derivation of secrecy limits
because it assumes that Eve’s received signal is always a
degraded or noisier version of Bob’s received signal. Wyner
found that there is a trade off between the transmission rate
of the main user and the equivocation at the wiretapper.

2) Csiszdr and Korner: Later, Csiszar and Korner [7] ex-
tended Wyner’s work to general broadcast scenarios, assuming
the main and the eavesdropper channel independent from each
other, as depicted in Fig. 2(b). This model can represent a
typical star structure PLC topology as well as a typical wireless
communication scenario. Furthermore, in this model the two
channels can be statistically independent as it is the case for
wireless communications with a high scattering environment.

3) Keyhole channel: The model depicted in Fig. 2(c) rep-
resents a tree or bus network configuration structure, which
is very common in PLC networks. We refer to it as keyhole
channel since the branch point & is the keyhole through which
the signals to Bob and Eve need to pass. The keyhole channel
has been deeply investigated in the context of multiple-input
multiple-output (MIMO) wireless channels [8]. In this prop-
agation environment, the MIMO channel can exhibit a rank-
deficiency or higher correlation, thereby reducing the MIMO
channel capacity [9] and [10]. The keyhole channel effect in
cooperative multihop PLCs has been recently studied in [11].

The model in Fig. 2(c) is sufficiently general to include both
the model in Fig. 2(a) and in Fig. 2(b) by assuming channel B
or channel A ideal, respectively.

III. PROBLEM FORMULATION

Assuming the presence of additive noise, and narrow band
transmission, the model in Fig. 2(c) can be mathematically
written as

Yi = hari - T + N,
zi = hwi -z + nwy,

(1

where ¢ is the time index, x; is the channel input signal at the
time instant ¢, and y; and z; are the channel outputs at the
time instant ¢, respectively. Further, n,s; and ny; represent
the noise terms (assumed to be i.i.d. zero mean complex
Gaussian in the following), whereas hjs; and hy; are the
channel gain coefficients for the main and the eavesdropper
channel, respectively. This model is independently used n
times to transmit the codeword of length n that is chosen for
the message S.

With reference to Fig. 2(c), hps; can be viewed as the
product of the channel A gain with the channel B gain.
Similarly, hy; is obtained by the product of the channel A
gain with the channel E gain. Thus, this model can describe
each one of the three different models represented in Fig. 2.

From a system theoretic point of view, the channel input
z and channel outputs y and z are random variables. The
corresponding channel input or output alphabets are written
as X, )V and Z. The secret .S is a random integer from the set
{1,..., M} with M = 2"Fs and it is transmitted in n channel
uses. In this case, the secret has entropy H(S) = nRg bits
and the secrecy communication rate is Rs = H(S)/n bits
per channel use. In this system, Alice encodes the message S
into the codeword « = [z1,...,x;,...,2,]; Bob receives the
channel output ¥ = [y1,...,%,...,yn] and decodes S with
error probability P. = Pr[S # S]. After Eve overhears the
output z = [z1,..., %, ..., Zn), her residua uncertainty regard-
ing the secret message S is given by the conditional entropy
H(S|z) which is generally expressed by an equivocation rate
R..

From the perspective of confidential and reliable com-
munication, the system performance depends on both the
communication rate Rg (between Alice and Bob) and the
equivocation rate R, (between Alice and Eve). The physical
layer security problem turns out to be an optimization problem
that aims to maximize performance between legitimate users,



under a constraint of maximum information obtainable from
unauthorized users.

A secrecy rate Rg is said to be achievable over the wiretap
channel if for any ¢ >= 0, there exists an integer n(¢) and
a sequence of (M, n)-codes of rate Rg = Xlog, M, such
that for all n > n(e), the average decoding error probability
becomes arbitrarily small, i.e., P’ < e, and the security
constraint R? = H(W|z)/n > Rg — ¢ is fulfilled.

A. Secrecy Capacity

For perfect secrecy (¢ = 0) the secrecy capacity Cg is the
supremum of all achievable rates that guarantee the secrecy of
the transmitted data Cg = maxpr<. Rg. This means that it
is the tightest upper bound on the amount of information that
can be reliably transmitted to the receiver and perfectly kept
secret from the eavesdropper.

For the degraded Gaussian wiretap channel, which was
introduced in [12], where the main channel has an higher
information rate than the eavesdropper channel, the secrecy
capacity Cg 4 is given by the maximum difference of two
channels mutual information, as follows:

Cs.a= Jr{lgjg[f(x; y) — I(x; 2)], 2)

where f, is the probability density function (pdf) of the
channel input z, instead, F is the set of all pdfs at the
channel input under a power constraint. Instead, for the general
Gaussian wiretap channel (as well as the keyhole channel) the
secrecy capacity C's has the same expression as in (2), but it
is set to zero if Eve has a better channel realization than Bob.

Cs = gg;[f(x;y) — I(z;2)]", A3)

where [¢]t = max(g,0). The mutual information terms
I(x;y) and I(x;z) are convex in f,, so we can formulate
a lower bound Rg for the secrecy capacity in (3) as follows.

+
Cs > |max[I(x;y)] — max[I(x; 2 = Rgs. 4
s 2 |max[l(z;y)] — max[l(z; 2)] CRENC)
This lower bound Rg is often used for a simplified calculation
of achievable secrecy rates since it is known how to maximize
the mutual information terms.

B. Secrecy Capacity in Fading Channels

Now, to model the effect of a fading channel, we can
assume that the gain coefficients hjs; and hyy; in (1) are zero-
mean proper complex random variables. The noise variables
npr; and nyy; are assumed zero-mean independent identically
distributed (i.i.d.) complex Gaussian, having variances n? and
v2, respectively. The input sequence x is subject to the
average power constraint according to %Z;;l E[2?] < Pr.
Furthermore, we assume that the transmitter has a perfect
knowledge of the channel state information (CSI), for both
the intended (Bob) and the eavesdropper (Eve) links. This
resembles the situation when Eve is not an hostile node, but
simply another user of the network which is not the intended
user.

In this configuration set, it has been shown in [13] that the
average secrecy capacity can be obtained from (3) as

P(h)|hal
C= max Ey |log, <1 + ()2M|>
P st. P<Pr n
P(h)|hw|” ®
w
—log, <1 + 2 )] ,
where U = {h : “z;”—élz > ‘hVLQF} and h = (hps, hy) is aran-

dom vector having the same distribution as the marginal dis-
tribution of the process h; = (hpz;, hw;) at one time instant.
Further, P(h) denotes the power allocation for a given real-
ization of one channel pair h, whereas P = {P(h): h € U}
and P is the average power allocated for the set of realizations
h € U. This formulation provides a solution in terms of
average performances, thus from a statistical viewpoint. It
should be noted that for arbitrarily large power P(h), the

capacity is upper bounded by Ejy [log2 (L]};Z‘Vﬂ;”lz)}, which
may assume small values. To increase performances, it has
been shown that higher secrecy rates are achievable by ex-
ploiting the degrees of freedom in a multiple antenna system
or a wideband multicarrier system.

In order to find the optimal power allocation that maximizes
(5) with the power constraint, we can exploit the fact that the
argument in (5) is a concave function of P. Therefore, the opti-
mal power allocation P*(h) that provides the secrecy capacity
in (5), for a given channel realization pair (has, hy), can be
obtained via the Karush—Kuhn-Tucker (KKT) conditions as
follows

Yz kel = 0,0 < iy el
An2 ~ Jay P’ w ) 2 72 >
l 2 _ 7]2 4 + V2 _ 172
2 lhwl®  |hu]? An2 T aw* [hu]?
1 2w
P*(h) = 2 (|hW\2 + lhael? ) ) )
; 2 h h
if | [ > 0, Fagk > Tl
1 (|hml® _ [hw?
A< In2 ( n? v2 ’
0, otherwise,
(6)

where )\ is chosen to satisfy the power constraint P(h) = Pr.
It can be seen from (6) that the optimal power allocation is not
the water filling solution and this is in contrast to what we find
without the secrecy constraint. The solution in (6) will depend
on the specific fading channel (hj; and hyy;) statistics, where
stationary and ergodic conditions are assumed.

In the PLC context, the formulation above for the compu-
tation of the average secrecy rate, applies in three possible
scenarios: (i) a scenario where we consider a given triplet of
nodes X (Alice), Y (Bob) and Z (Eve) and the channels X-Y
and X—-Z are narrow band time variant (for instance because
of a change in the loads); (ii) a scenario where we consider a
given intended transmission link, i.e., a given pair (X, Y), and



the eavesdropper Z changes with time; (iii) a scenario where
we want to compute the average secrecy rate with an average
power constraint over the ensemble of possible triplets (X, Y,
Z) in a certain network.

The results in (5) and (6) are also computed in [13].
Further, the secrecy capacity and the optimal power allocation,
when transmission occurs over M orthogonal additive white
Gaussian noise (AWGN) sub-channels or over a discrete-time
memoryless fading channel, are derived in [14]. In [15], the
secrecy capacity of a quasi-static Rayleigh fading channel
in terms of outage probability is investigated. Lastly, [16]
provides an analytical formulation of the secrecy capacity and
derives the optimal power allocation for multi-carrier, multi-
antenna and multiple users scenarios.

IV. NUMERICAL RESULTS AND COMPARISONS

As stated in section III-B, the solution in (6) applies to
a general fading channel. To make a comparison between
the wireless channel and the PLC channel, we assume for
the former Rayleigh fading, while for the latter Log-normal
fading. It has been shown that the Log-normal distribution fits
well the statistics of the channel gain in some scenarios [6].

A. Effect of Channel Statistics

In this section, we consider two different types of wiretap
channel. First a Rayleigh fading wiretap channel, where h
and hy, are zero mean proper complex Gaussian random
variables with variances 1. Hence, |hp|° and |hy|* are
exponentially distributed with parameter 1. Then, we consider
a Log-normal fading wiretap channel, where |ha;|” and |y |°
have a Log-normal distribution with parameters p and o?:
har, hw € Log-N(u,0?). In order to perform a comparison
between these two types of fading channels (Rayleigh and
Log-normal), we choose x and o2 so that the Log-normal
fading shows the same mean and variance of the Rayleigh
fading channel. Thus, knowing that the exponential distribu-
tion has mean A~! and variance A2 and that the Log-normal
distribution has mean e#°"/2 and variance (7 — 1)e24+o",
we obtain 1 = —In(A\v/2) and 0% = In(2). The AWGN is
assumed to have unit variance.

Fig. 3 shows the comparison between the average channel
capacity, achieved without the secrecy constraints, and the
average secrecy capacity, in [bit/symb/Hz], w.r.t. the total
power constraint Pr in decibel assuming Log-normal fading.
The average channel capacity exponentially increases with
the increase of the total available power Pr and so with
the increase of the signal-to-noise ratio (SNR). Conversely,
the secrecy capacity is upper bounded by a certain value, as
pointed out in section III-B. Thus, the gap goes to infinity as
the SNR increases.

A performance comparison between the two types of fading
channels aforementioned is depicted in Fig. 4 where we ana-
lyze the secrecy rate achieved by the optimal power allocation
and the secrecy rate achieved by the uniform power allocation
(i.e., allocating the same power for all channel states h € U)
for both the Rayleigh and Log-normal wiretap channels. It
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Fig. 3. Comparison between the average channel capacity (without secrecy
constraints) and the average achievable secrecy capacity for transmission from
Alice to Bob in a Log-normal fading wiretap channel.
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Fig. 4. Comparison between the achievable secrecy rate, for both optimal
and uniform power allocation, for the two different types of analyzed fading
channel statistics, Rayleigh and Log-normal.

can be seen that the uniform power allocation provides worse
performances than the optimal power allocation for both fading
statistics. However, for the SNRs of interest, while the gap
between these two power allocation strategies remains almost
constant for the Rayleigh fading case, for the Log-normal case
the gap decreases. Note that in the Rayleigh fading channel
without the secrecy constraint, the uniform power allocation
can be close to optimum even for moderate SNRs. The secrecy
rate goes to zero as the available power decreases, instead, for
high power constraints, the secrecy rate is upper bounded (as
seen in Fig. 3) by the same value for both power allocations,
i.e., optimal and uniform. Finally and importantly, it should be
noted that the secrecy rate for the Log-normal fading channel
is always lower than the secrecy rate for the Rayleigh fading
channel. This also applies to the secrecy rate bound achieved
for high SNR. Therefore, this result makes us to believe that
the secrecy rate of typical PLC channels characterized by a
Log-normal fading statistics is lower than the one achievable
in wireless channels.
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Fig. 5. Comparison between the average secrecy rate achieved when
considering the channel measures (real realizations) versus the simulated
channel realizations (generated with the same channel statistical parameters).

To validate the above theoretical results and to dig further
into the problem, in the next sections we will consider the data
acquired in experimental channel measurement campaigns.

B. In-Ship Channel Measures

In this section we report numerical results obtained by
using the channel measured in a cruise ship [17] in the
frequency range 0 — 50 MHz. The considered topology has
a star structure, i.e., channels were acquired in the link from
the substation switchboard to the distribution board, and from
the distribution board to the room panel. Thus the model in
Fig. 2(b) applies.

Since we are considering a narrow band channel model, we
use the average channel gain (ACG) as a representation of the
channel. The ACG for the r-th acquisition has been computed
as follows

1 N-—-1
ACG(r) = - Y _H(r o), (7
c=0

where H (r,c) identifies the channel frequency response at the
c-th measured frequency.

The analysis of the ACG reveals that it can be well fitted
by a Log-normal distribution with parameters py = — 5.7
and 02 = 2.1. A comparison between the achievable secrecy
rate that is obtained with the Log-normal fit and with the
real channels is shown in Fig. 5. The figure shows a good
match between theoretical and experimental results. The slight
discrepancy at low SNRs is amenable to the fact that the Log-
normal fit is an approximation and the measured channels ex-
hibit some small correlation. The effect of channel correlation
is discussed in the next section.

C. In-Home Channel Measures

As pointed out in Section II-3, in a PLC network the
channels are correlated as the result of sharing the same tree
structure grid. In fact some users may share the same section
of wires. To investigate this, we consider the in-home measures
that were presented in [18] from the results of an experimental
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—&— Log-normal (keyhole)
~—fe— Log-logistic (keyhole)
—&— Measured channels

Secrecy Rate [bps/Hz]

Fig. 6. Comparison between the average secrecy rate achieved when
considering the channel measures (real realizations), the keyhole effect and
the independent channels (with the same statistical parameters) for both the
Log-logistic and the Log-normal fading channels.

measurement campaign. The considered frequency range is
2 — 100 MHz, as done in [19]. Also in this case we compute
the ACG for each realization as in (7). Then, we evaluate the
probability density function (pdf) of the ACG fitting different
types of distributions (i.e. normal, exponential, gamma, ...) to
our data. Interestingly, in this case the best fit is not the Log-
normal but rather the Log-logistic distribution with parameters
u= —6.22 and 02 = 0.46. This confirms that Log-normal
fading is not always a good representation of the PLC channel.

The comparison in terms of secrecy rate with optimal
power allocation among the real and simulated Log-logistic
channel realizations is depicted in Fig. 6. In particular, in
this first comparison the simulated channels are assumed
to be independent. The comparison shows that there is a
large discrepancy between experimental data and simulated
channels. The discrepancy would be even higher if we assume
a Log-normal fading distribution as Fig. 6 shows.

To make another comparison we also generate channels
according to the keyhole model. That is, we generate three
different Log-logistic fading processes associated to the chan-
nels from Alice to the branch point « (channel A), from the
branch point to Bob (channel B) and from the branch point to
Eve (channel E), see Fig. 2(c). The processes are generated so
that the cascades of the channels (Alice—x —> k—Bob and
Alice—x = k—Eve), have the same statistical parameters of
the measured ACGs. Interestingly, with this channel model
there is a better agreement between the experimental and
simulated secrecy rates.

For comparison we also consider a keyhole channel obtained
from the product of Log-normal segments. In such a case, as
Fig. 6 shows, there still exists a discrepancy with the experi-
mental data. It should be noted that in the low and mid power
range, the rate achieved for the channel measures outweighs
the others. This may be due to correlation phenomena which
are not taken into account in our simple keyhole channel
model.

As a final remark, the secrecy rate obtained with the Log-



logistic channel model (and with the experimental data) is
lower than that achieved assuming a Log-normal distribution.

V. CONCLUSION

We have discussed physical layer security in terms of
average secrecy rate in a wiretap channel. We have presented
some results obtained in the wireless communication context
and we have shown how they can be applied in the PLC
context. We have highlighted that in PLC, channel fading is
not Rayleigh distributed, rather it is Log-normal or it can have
other statistics. In fact we have shown that measured channels
in a cruise ship have a Log-normal average channel gain, while
the measured channels in a house are better fitted by a Log-
logistic distribution. As a consequence, the average secrecy
rate (under AWGN and with an average power constraint) is
lower than that attainable in Rayleigh fading. This is not all,
since the secrecy rate is influenced by the correlation between
the intended and the eavesdropper channels. In-home power
line networks exhibit a tree structure, so that the communica-
tion links may share part of the same wires giving rise to a
keyhole channel effect and moreover to channel correlation.
Consequently, the secrecy rate can diminish further. Our anal-
ysis has been done assuming narrow band transmission and
perfect CSI knowledge. It is expected that improved secrecy
rates are attainable in wide band channels by the exploitation
of the frequency diversity. However, a performance loss may
be introduced by partial or imperfect CSI knowledge at the
transmitter. The analysis of this paper can be extended to the
case of periodically time variant channels. Herein, the channels
have been considered time invariant since in the scenarios
where measures were made, this assumption holds true.
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